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KEY SUCCESS FACTORS AND MAIN RISKS



Global approach
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Cloud Computing & XaaS

MAIN “UNDERLYING” 
TECHNOLOGIES & 

TECHNOLOGICAL 
STANDARDS

SUBSETS OF THE 
TECHNOLOGY

 SOA (Service 
Oriented 
Architecture) 

 Cloud virtualization, 
Cloud

 Distributed 
Computing

MATURITY OF THE TECHNOLOGY 

• Subsystem development in many fields such as 
Communication (emails), Data storage, Data 
recovery (Backup-as-a-Service), …

• Used successfully under many different conditions

MAIN CHALLENGES/BARRIERS (Regulatory, technical)

 Vendor dependence/Sovereignty issue (Geopolitical 
aspect related to data ownership)

 Security breach threats: no single „security‟ standard has 
yet emerged

 Most technical Issues can only be fixed by the vendor

 “Jungle” of 
competing technical 
standards

MARKET STRUCTURE

 Many solutions related to end-to-end procurement steps. A lot 
of procurement organizations already rely on cloud computing.

 On-going developments to use Machine Learning combined 
with Cloud Computing to help organizations integrate AI

MATURITY OF THE TECHNOLOGY FOR PROCUREMENT 
APPLICATION
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PERFECT COMPETITION MONOPOLISTIC COMPETITION OLIGOPOLY MONOPOLY✔

431 2 5

Very low Low Medium High Very high

431 2 5

Very low Low Medium High Very high



Artificial Intelligence (IA)

MAIN “UNDERLYING” 
TECHNOLOGIES & 

TECHNOLOGICAL STANDARDS

SUBSETS OF THE 
TECHNOLOGY

 Machine Learning 
(ML)

 Natural Language 
Processing (NLP)

 Computer Vision

MATURITY OF THE TECHNOLOGY 

• Technology demonstration in many fields such as 
Finance (fraud detection), HR (screening of job 
applicants), medical diagnostics…

• Used successfully under actual conditions

MAIN CHALLENGES/BARRIERS (Regulatory, technical)

 The use of public data within AI projects is often 
regulated (GDPR for instance)

 Many countries lack relevant datasets (data that are 
used to train an algorithm to understand how to apply 
concepts)

 AI solutions require a trained workforce and the 
existence of a data culture (systematic gathering and 
storage of data)

 Main language: Python

 Open-source frameworks and 
Libraries : Tensorflow (Google), 
CNTK (Microsoft), Torch, Keras

 Kubernetes (K8S) from Googlr
for running and coordinating 
“containerized” AI apps

MARKET STRUCTURE

 Few applications, mainly to improve process efficiency (process 
mining), contract management and spend analysis. A lot of 
projects still at PoC stage

MATURITY OF THE TECHNOLOGY FOR PROCUREMENT 
APPLICATION
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PERFECT COMPETITION MONOPOLISTIC COMPETITION OLIGOPOLY MONOPOLY

431 2 5

Very low Low Medium High Very high

431 2 5

Very low Low Medium High Very high
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Source-to-Contract vs. Procure-to-Pay
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Balanced Scorecard – RPA & AI

Use cases

N.A.

CHANGE MGT 

DIFFICULTY3/5 3/5 NEGATIVE 

EXTERNALITIES

• Requires a lot of internal
change management

• Requires relevant datasets

• semi-skilled and clerical
professions could be replaced
or reduced over time

R
IS

K
S

Cost of a pilot 

/ POC

MEDIUM

Related technologies 

and software

Prerequisites

• SaaS e-procurement 
system (including e-billing) 
implemented 

• STC sub-processes and 
internal procedures 
clarified

• Available data related to 
Procurement activities

• Big data
• Process mining
• ETL
• STC Systems (SaaS)

VALUE FOR MONEY OF THE DT:MEDIU

M

Payback 

time

MEDIUM

•New South Wales Procurement (Australia): Spend 

analysis over 150+ Government agencies (80M+ 

transactions)

•Federal Acquisition Service (USA): Faster 

processing time of suppliers offers and details

•DOZORRO artificial intelligence to identify trickery in 

public procurement (Transparency International, 

Ukraine)

BENEFITS: RISKS: 2,88/5 2,25/5

1/5 REGULATORY 

BARRIERS
2/5 LOW DURABILITY / 

MATURITY OF THE DT

• RGPD regulations will be a 

barrier in certain use cases

• Some solutions already deployed 

but most are still POCs

QUALITY

DIRECT 

VALUE

TRANSPA-

RENCY

3/5 3/5 1/5 1/5

INTEGRITY ECONOMIC 

DEVT
(Jobs creation)

SUSTAINABLE 

DEVT

(CO2 footprint 

reduction)

B
E
N

E
F
IT

S

ACQUISITION & 

OPERATIONAL 

COST

DELIVERY

LEAD TIME

PRODUCTIVIT

Y

4/5 4/5 2/5 5/5
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Level of interaction / potential synergies 
between DTs
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Cloud & XaaS

Big data & Analytics 5

RPA 5 1

AI 3 5 4

Geotagging & GIS 3 5 1 1

Blockchain 3 4 2 2 1

IoT 2 4 2 1 3 2

Drones 1 3 1 1 3 1 1

3D printing 1 1 1 1 1 1 1 1

431 2 5

Very low Low Medium HighVery high

The combination of Disruptive Technologies may be 

worth to leverage their respective potential and create 

additional value.

Level of interaction between DTs, rated on a scale 

ranging from « Very low » to « Very high »

Consolidate data produced by SaaS platforms
and turn it into high value-added analytics

Associate AI with Big Data, as AI requires a large
amount of data to produce relevant results

 Link between GIS and Big Data & Analytics to offer
insights that go far deeper than what traditional
« business intelligence systems » enable

Associate IoT and GIS to steer the execution of
contracts relating to the management of water,

energy, transport or waste infrastructures.



Driving Forces for the Adoption of DTs
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Availability and capacity of the 

infrastructures to support the use of the 

DT

To what extent, the diffusion of the 

technology can be driven or hindered by 

the political or social agendas (typically 

COVID19 crisis)?

How fast can ROI be generated? 

Importance of value 

created for the public 

procurement

Public, Private, blended 

financing? Mutualization 

with other projects?

DEVELOPMENT OF THE 

INFRASTRUCTURE

(4G, 5G, IoT, Data Centers, …)

EXPECTED 

BENEFITS

“PAYBACK” 

TIME

POLITICAL WILLPOWER
FINANCING CAPACITY

FLEXIBILITY OF THE 

REGULATORY 

FRAMEWORK
Legislative 

amendment 

easiness

MATURITY OF THE 

LEGACY SYSTEMS & 

DATA AVAILABILITY

Ability of the legacy systems 

to provide a “backbone” 

and relevant data to the DT

DEVELOPMENT OF THE 

HUMAN CAPITAL

Appetite / openness to 

new technology Skills & 

knowledge-sharing 

capacities MATURITY OF THE 

DISRUPTIVE 

TECHNOLOGY

Estimated Time to maturity ? 

How fast the technology is 

improving ? How fast 

providers are overcoming 

their own technical 
challenges?
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• No significant difference in the relevant order of adoption between the types of countries.
 Cloud and XaaS is the easiest to appropriate technology in every case. 

• An early introduction of blockchain-based technologies is more interesting as the countries are less “wealthy”.
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Legal, Technical and Management 
Frameworks
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Legal framework
(Regulations and laws)

Technical framework
(Standards and norms)

Management framework
(Codes of practices and ethics)

• The integration of new 
means/technologies in highly 
regulated environments may imply 
re-engineering of the processes, as 
officials’ concern is mainly to 
eliminate risk by strictly complying 
with the framework

• Data management regulations will 
deal with the way to use 
procurement data, asking many 
questions:

 From whom to collect the 
data?

Where should it be located 
Who can access it? …

• As technologies are still new and 
sometimes immature, regulations 
are not uniform across countries and 
change fast, which hinders the 
interoperability of tools in time and 
space

• Absence or excessive diversity of
technological standards might
slow the integration of systems.

• Security of data, users and
integrated processes must be
technically ensured.

• Access to finance may be a
constraint to the implementation
of disruptive innovation

• Data management strategies must
be established to ensure a
relevant, safe and stable use of
collected data.



Different level of risks
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1 2 3 4 5

1 XaaS

2 Big Data and Data Analytics

3 IA / RPA

4 GIS

5 Blockchain

6 IoT

7 Drones

8 3D Printing

Risk of budget 

slippages

1 2 3 4 5

1 XaaS

2 Big Data and Data Analytics

3 IA / RPA

4 GIS

5 Blockchain

6 IoT

7 Drones

8 3D Printing

Interoperability 

issues



How to mitigate these risks?
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RISKS

Scarcity of 
resources

Procurement 
complexity

Interoperability Dependency

Budget 
slippage

1

2

3

4

5

6
Adoption

Issues

 Sourcing interviews 

for a real understanding 

of market standards 

 Mapping of 

applications and 

components, mapping 

of data flows

 Preliminary study to  

prioritize needs and 

define realistic 

implementation strategies 

 Formulate the needs in 

terms of functionalities 

and performance rather 

than in terms of solutions. 

 Facilitate access for 

SMEs

 Include in the 

contracts an 

obligation to transfer 

know-how on the 

administration and 

first-level 

maintenance

 Clear commitments in the 

tendering documentation 

in the event of 

reversibility/transferability 

(data migration, technical 

documentation in order to 

enable a smooth 

transition…)

 Avoid proprietary 

frameworks

 Start small with pilot 

projects and invest 

progressively according 

to roll-out plan

 avoid "custom" 

adaptations that are 

costly to build and 

maintain.

 Avoid solutions that are 

too complicated for 

users to handle

 Involve end-users and 

middle management as 

early as possible



THANK YOU!

For More Information visit
https://blogs.worldbank.org/governance/disrupti

ve-technologies-can-provide-developing-
countries-pathway-revamp-their-public

Or contact us:

bwuchebili@worldbank.org

hlacascia@worldbank.org
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